BIG I

NEW YORK

INSURANCE DATA SECURITY LAWS IN STATES OTHER THAN NEW YORK — AS OF AUG. 24, 2022

N

Qru/sted Choice’
INDEPERDENT INSURANCE AGENTS

e Aug.1,2021 for
oversight of
third-party
service provider
arrangements

e Employee, agent, representative, or designee of
entity that has an ISP

LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
Alabama May 2,2019 | e May 2, 2020 for e Entity with fewer than 25 employees, less than No Yes, if claiming exemption due to
ISP S5 million gross revenue, or less than $10 million HIPAA compliance
e May 2, 2021 for year-end total assets
oversight of e HIPAA compliant entities
third-party e Entity affiliated with bank that has an ISP and
service provider that is covered by bank’s ISP
arrangements e Employee, agent, representative, or designee of
entity that has an ISP
Connecticut | Oct.1,2020 | e Oct.1,2021for | e Fewer than 20 employees (until Sept. 30,2022) | No Yes, if claiming exception due to
ISP e Fewer than 10 employees (eff. Oct. 1, 2022) compliance with New York
e Oct.1, 2022 for e HIPAA compliant entities requirements
oversight of e Employee, agent, representative, or designee of
third-party entity that has an ISP
service provider | e  Entities in compliance with New York
arrangements cybersecurity regulation
Delaware July 31,2019 | e Aug.1,2020for | e Fewerthan 15 employees No Yes, if claiming exemption due to
ISP e HIPAA compliant entities HIPAA compliance

www.BigINY.org



http://www.biginy.org/
https://casetext.com/statute/code-of-alabama/title-27-insurance/chapter-62-insurance-data-security-law
https://casetext.com/statute/general-statutes-of-connecticut/title-38a-insurance/chapter-697-general-provisions/part-v-interstate-insurance-product-regulation-compact/section-38a-38-insurance-data-security-law-regulations#:%7E:text=Section%2038a%2D38%20%2D%20Insurance%20Data%20Security%20Law.,-Regulations%20(a)%20Title&text=(5)%20%22Information%20security%20program,or%20otherwise%20handle%20nonpublic%20information
https://delcode.delaware.gov/title18/c086/index.html
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LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
Hawaii July1,2021 | e July1,2022 for e Fewer than 10 employees No Yes, if claiming exemption due to
ISP e HIPAA compliant entities HIPAA compliance
e July1,2023 for e Employee, agent, representative, or designee of
oversight of entity that has an ISP
third-party
service provider
arrangements
Indiana July 1, 2020 e July1l, 2021 e Entity with fewer than 50 employees, less than No No
S5 million gross revenue, or less than $10 million
year-end total assets
e HIPAA compliant entities
e Employee, agent, representative, or designee of
entity that has an ISP
e Entity affiliated with bank that has an ISP and
that is covered by bank’s ISP
lowa Jan.1,2022 | e Jan.1,2023 for e Entity with fewer than 20 employees, less than No Yes, if claiming exemption due to
ISP S5 million gross revenue, or less than $10 million HIPAA compliance
e Jan.1, 2024 for year-end total assets
oversight of e Employee, agent, representative, or designee of
third-party entity that has an ISP
service provider e HIPAA compliant entities
arrangements e Entity affiliated with bank that has an ISP and
that is covered by bank’s ISP

www.BigINY.org



http://www.biginy.org/
https://casetext.com/statute/hawaii-revised-statutes/division-2-business/title-24-insurance/chapter-431-insurance-code/article-3b-insurance-data-security-law
https://casetext.com/statute/indiana-code/title-27-insurance/article-2-powers-and-duties-of-insurers/chapter-91-prescription-drug-purchases/chapter-27-insurance-data-security
https://www.legis.iowa.gov/docs/code/507f.pdf
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LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
Kentucky Jan. 1, 2023 e Jan.1, 2024 for e HIPAA compliant entities No Yes, if claiming exemption due to
ISP e Employee, agent, representative, or designee of HIPAA compliance
e Jan.1, 2025 for entity that has an ISP
oversight of
third-party
service provider
arrangements
Louisiana Aug.1,2020 | e Aug.1,2021 for e Entity with fewer than 25 employees, less than No Yes, if claiming exemption due to
ISP S5 million gross revenue, or less than $10 million HIPAA compliance or due to
e Aug.1, 2022 for year-end total assets compliance with an approved
oversight of e HIPAA compliant entities jurisdiction’s requirements
third-party e Entity affiliated with bank that has an ISP and
service provider that is covered by bank’s ISP
arrangements e Employee, agent, representative, or designee of
entity that has an ISP
e Entity in compliance with cybersecurity
requirements of another jurisdiction approved by
the Louisiana insurance commissioner
Maine Jan.1,2022 | e Jan.1,2022for e Fewer than 10 employees No Yes, if claiming exemption due to
ISP e HIPAA compliant entities HIPAA compliance or due to
e Jan.1,2023 for e Entity affiliated with bank that has an ISP and being affiliated with bank that
oversight of that is covered by bank’s ISP has an ISP and covered by bank’s
third-party e Employee, agent, representative, or designee of ISP
service provider entity that has an ISP
arrangements

www.BigINY.org



http://www.biginy.org/
https://apps.legislature.ky.gov/recorddocuments/bill/22RS/hb474/orig_bill.pdf
https://casetext.com/statute/louisiana-revised-statutes/revised-statutes/title-22-insurance/chapter-21-insurance-data-security
https://casetext.com/statute/maine-statutes/title-24-a-maine-insurance-code/chapter-24-b-maine-insurance-data-security-act
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LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
Maryland Oct. 1,2022 | e Oct. 11,2023 for e Insurance producers Not Not applicable
ISP applicable
e Oct.1, 2024 for
oversight of
third-party
service provider
arrangements
Michigan Jan. 20,2021 | ¢ Jan. 20,2022 for | e Entity with fewer than 25 employees No No
ISP e HIPAA compliant entities except for notices of
e Jan. 20, 2023 for cybersecurity events
oversight of e Employee, agent, representative, or designee of
third-party entity that has an ISP
service provider
arrangements
Minnesota Aug.1,2021 | e Aug.1,2022 for e Entity with fewer than 25 employees No Yes, if claiming exemption due to
ISP e HIPAA compliant entities except for notices of HIPAA compliance
e Aug.1, 2023 for cybersecurity events
oversight of e Entity affiliated with bank that has an ISP and
third-party that is covered by bank’s ISP
service provider e Employee, agent, representative, or designee of
arrangements entity that has an ISP
Mississippi July1,2019 | e July1,2020 for e Entity with fewer than 50 employees, less than No No
ISP S5 million gross revenue, or less than $10 million
e July1, 2021 for year-end total assets
oversight of e Insurance producers and adjusters
third-party e HIPAA compliant entities
service provider e Entity affiliated with bank that has an ISP and
arrangements that is covered by bank’s ISP
e Employee, agent, representative, or designee of
entity that has an ISP

www.BigINY.org
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http://www.biginy.org/
https://casetext.com/statute/code-of-maryland/article-insurance/title-33-insurance-data-security
https://www.legislature.mi.gov/(S(rtm352vibu20j0ebxkuvfpai))/mileg.aspx?page=getObject&objectName=mcl-218-1956-5A
https://casetext.com/statute/minnesota-statutes/insurance/chapter-60a-general-insurance-powers/information-security-program
https://law.justia.com/codes/mississippi/2019/title-83/chapter-5/article-11/
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LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
New Jan.1,2020 | e Jan.1,2021 for e Entity with fewer than 20 employees No Yes, if claiming exception due to
Hampshire ISP e Employee, agent, representative, or designee of HIPAA compliance or compliance
e Jan.1,2022 for entity that has an ISP with New York requirements
oversight of e HIPAA compliant entities
third-party e Entities in compliance with New York
service provider cybersecurity regulation
arrangements
North Aug.1,2021 |e Aug.1,2022for e Entity with less than $5 million gross revenue or No No
Dakota ISP less than $10 million year-end total assets
e Aug.1, 2023 for e Entity with fewer than 50 employees (until July
oversight of 31, 2023)
third-party e Entity with fewer than 25 employees (after July
service provider 31, 2023)
arrangements e HIPAA compliant entities
e Employee, agent, representative, or designee of
entity that has an ISP
Ohio March 20, e Mar. 20,2020 for | ¢ Entity with fewer than 20 employees, less than No Yes, if claiming exemption due to
2019 ISP S5 million gross revenue, or less than $10 million HIPAA compliance
e Mar. 20, 2021 for year-end total assets
oversight of e HIPAA compliant entities
third-party e Employee, agent, representative, or designee of
service provider entity that has an ISP
arrangements
South Jan.1,2019 | e July1, 2019 for e Entity with fewer than 10 employees No Yes, if claiming exemption due to
Carolina ISP e HIPAA compliant entities HIPAA compliance
e July 1, 2020 for e Employee, agent, representative, or designee of
oversight of entity that has an ISP
third-party
service provider
arrangements

www.BigINY.org



http://www.biginy.org/
https://casetext.com/statute/new-hampshire-revised-statutes/title-37-insurance/chapter-420-p-effective-112020-insurance-data-security-law
https://casetext.com/statute/new-hampshire-revised-statutes/title-37-insurance/chapter-420-p-effective-112020-insurance-data-security-law
https://casetext.com/statute/north-dakota-century-code/title-261-insurance/chapter-261-022-insurance-data-security
https://casetext.com/statute/north-dakota-century-code/title-261-insurance/chapter-261-022-insurance-data-security
https://codes.ohio.gov/ohio-revised-code/chapter-3965
https://law.justia.com/codes/south-carolina/2018/title-38/chapter-99/
https://law.justia.com/codes/south-carolina/2018/title-38/chapter-99/
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Qru/sted Choice’
INDEPERDENT INSURANCE AGENTS

LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION OF COMPLIANCE REQUIRED?
REQUIRED?
Tennessee July1,2021 | e July1,2022 for e Entity with fewer than 25 employees, less than No Yes, if claiming exemption due to
ISP S5 million gross revenue, or less than $10 million HIPAA or Gramm-Leach-Bliley
e July1, 2023 for year-end total assets compliance
oversight of e HIPAA compliant entities
third-party e Entity that has an information security policy that
service provider complies with the federal Gramm-Leach-Bliley
arrangements Act
e Employee, agent, representative, or designee of
entity that has an ISP
Vermont Jan.1,2023 | e Jan.1,2024for | e Entityin compliance with New York cybersecurity | No Yes, if claiming exception due to
ISP regulation HIPAA compliance or compliance
e Jan.1,2025 for e Entity with fewer than 20 employees with New York requirements
oversight of e HIPAA compliant entities
third-party e Employee, agent, representative, or designee of
service provider entity that has an ISP
arrangements e Entity affiliated with bank that has an ISP and
that is covered by bank’s ISP
Virginia July 1, 2020 e July 11,2020 for e HIPAA compliant entities No Yes, if claiming exemption due to
ISP e Employee, agent, representative, or designee of HIPAA compliance
e July1, 2022 for entity that has an ISP
oversight of e Entity affiliated with bank that has an ISP and
third-party that is covered by bank’s ISP
service provider
arrangements

www.BigINY.org



http://www.biginy.org/
https://casetext.com/statute/tennessee-code/title-56-insurance/chapter-2-insurance-companies/part-10-insurance-data-security-law
https://casetext.com/statute/vermont-statutes/title-8-banking-and-insurance/part-3-insurance/chapter-129-insurance-trade-practices/section-4728-insurance-data-security
https://casetext.com/statute/code-of-virginia/title-382-insurance/chapter-6-insurance-information-and-privacy-protection/article-2-insurance-data-security-act
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ISP

e Nov.1,2023 for
oversight of
third-party
service provider
arrangements

S5 million gross revenue, or less than $10 million
year-end total assets

e Employee, agent, representative, or designee of
entity that has an ISP

e Entity affiliated with bank that has an ISP and
that is covered by bank’s ISP

e Broker-dealers with ISPs that meet federal
regulatory requirements

e HIPAA compliant entities

LAW EFF. COMPLIANCE ENTITIES EXEMPT FROM INFORMATION SECURITY NOTICE OF AGENT/BROKER CERTIFICATION
DATE DEADLINES PROGRAM REQUIREMENT EXEMPTION | OF COMPLIANCE REQUIRED?
REQUIRED?
Wisconsin Nov. 1,2021 | e Nov.1,2022 for e Entity with fewer than 50 employees, less than No No

www.BigINY.org



http://www.biginy.org/
https://docs.legis.wisconsin.gov/statutes/statutes/601/ix/95

